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Document: Factsheet NWSp 1.0
Provider: IMIT (Institute of Management and Information Technology)
Course: NETWORK SECURITY Plus SD-WAN
Trainers: Ing. Sheniel Gangadat/ Ing. Johan Kalpoe

Lecturer: Dr. Ing. Urwin W. Staphorst
Duration: 36 contact hours on average one 3 hours sessions per week
Investment: USD 950, -- all in

Topics by Keywords: IPv4 networks, Network Security LAN switching technologies, Routing, SD-WAN
Protocols, Packet Tracer, CISCO, VPN, OSI-model, SDN, pfSense, Firewall, VLAN, Automation, FortiGate,

Training Overview
This NWSp course teaches how to install, operate, configure, secure and troubleshoot IPv4 networks,

including configuring a LAN switch, configuring an routing functionalities on a router or firewall, identifying
basic security threats, wide-area network security and getting familiar with device management.

Learning Outcomes

By the end of this course, students should be able to pass the IMIT- exam requirements, which should be
a benefit on their daily network security operations tasks.

Overall objectives

- Manage, configure firewalls and secure network devices

- Understand, design, troubleshoot and maintain a medium-sized LAN with router(s), multiple switches
- Define characteristics, functions, and components of a SD-WAN

- Network Security awareness

Specific Learning Outcomes
e Intermediate level of knowledge about network security

e |ntermediate level of configuring and troubleshooting networks, routers and switches within Cisco,
pfSense and Fortigate environments.

Entry Level

To take the NWSp course, students must have completed the Network + course or have moderate
knowledge of computer network infrastructure.

Study load

The study load for “NWSp” is 8 ECTS (European Credit Transfer System), or 224 hours, divided in:
e lectures: 12 x 3 =36 hours

e Practical assignments (including analysis & research) = 96 hours

e Demo development and Presentation: 90 hours

e Presentation preparation: 2 hours

Evaluation
The pass-mark for all final examination subjects is 5.5

Minimum Technical Requirements * Laptop i5+ / 16+ GB memory / Free Disk space 500 GB
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Instructional Method and Requirements
During this training, participants can expect:
e Online Lectures, with sufficient room to analyze real-world problems;

e Instructional IMIT and third-party instructional Video Recordings
o Study Guide: CompTIA SECURITY+, NETWORK+

The course is concluded by means of the final exam (practical demos, online examination and presentation)

Required Training Materials
- Lecturerslides
- Emulation and Simulation tools

Study load
The study load for the course “NWSp” is 8 ECTS, or 224 hours, divided in:
The study load is an indication and can vary per student based on their individual knowledge and skills

Key to grading components

e 20% theory exam (online)
e 50% demo exam (recording).
e 30 % inclass score (participation)

TRAINING SCHEDULE INSTRUCTOR LED BLENDED TRAINING

# Date Time Topics

1 6 PM —9 PM | Networking models (TCP/IP, OSI Model) & Network Protocols
2025 @ IMIT Network Security Solutions: Fortinet, Firewalls, LAN- SD-WAN, WAF, CLOUD.

2 idem Basic Routing Concepts (LAN/WAN)/ Implementing Vlan, s

3 idem Security (access-list) (Firewall)

4 idem Configuring CISCO Switches to work with pfSense Configuration

5 idem Configuring CISCO Switches to work with pfSense Configuration

6 idem Trouble Shooting Network

7 online Midterm course evaluation

8 @ IMIT Introduction to FortiGate/ Automation

9 @ IMIT Configuring Fortigate Switches to work with pfSense Configuration

10 online Review of practical assighment and theoretical assignments

11 online Theory Online Examination

12 Recording Practical Demo Examination

About the Trainer

Ing. Sheniel Gangadat

Highly skilled IT-Manager with in depth knowledge of Network Security in the Banking sector and over 10
years work experience.

Ing. Johan Kalpoe
Johan has experience with advanced IT systems, Software Programming as well as Networking concepts on
an Administrator level.

Accreditation/ Certification/ Recognition

NWSp is an integral part of the IMIT education program accredited by the “Nationaal Orgaan voor Accreditatie”
(NOVA). IMIT is recognized by The Ministry of Education, Science and Culture (MINOWC).
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