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1. Position of the course  

The course Information Technology Auditing Plus (ITAP) is positioned as a practical IT audit and information 

security course within the IMIT learning environment. The course is designed for students and IT professionals 

who need to understand how audits are planned, executed, documented and reported in a real working 

environment. The course is built around audit activities commonly encountered in application management, 

information security, ISO 27001, user access reviews, audit evidence preparation, IT operations, change 

management, logging, monitoring and practical audit analytics. 
 

2. Course Description 

This blended course introduces students to the fundamentals and practical application of IT auditing. 

The main focus is not only theory, but also the ability to analyze evidence, assess control effectiveness, 

understand ISO 27001 requirements, review audit documentation and prepare clear audit reports. 
 

3. Entry level  
 

     Basic understanding of IT, business processes and information systems. 

    Basic understanding of databases, users, roles, access rights and IT support processes. 

    Familiarity with Excel-like analysis, tables, screenshots and reporting is useful. 

    Basic knowledge of networking, cybersecurity, applications or ITIL is considered a plus. 

4. Learning Outcomes 
 

    Explain the purpose and types of IT audits, including internal audit, external audit, financial IT audit, ISO audit and     

    compliance audit. 

    Use core audit terminology such as scope, criteria, risk, control, evidence, finding, observation, non-conformity and    

    corrective action. 

    Plan a basic IT audit using audit objectives, audit scope, audit criteria and evidence requirements. 

    Relate ISO 27001 and information security controls to real IT processes such as access control, logging, incident  

    management and change management. 

    Perform a basic user access review using roles, security matrices, inactive accounts and approval evidence. 

    Review audit evidence and determine whether it is complete, relevant, reliable and traceable. 

    Use free tools to analyze audit data, logs, database exports, screenshots and findings. 

    Write professional audit findings using criteria, condition, cause, risk/impact and recommendation. 

    Prepare and present a mini-IT audit report for management. 

5. Lesson Plan  
 

   IT Audit Fundamentals and Audit Mindset 

   ISO 27001, ISMS and Audit Requirements 

   Controls, Evidence and Workpapers 

   Access Control, Security Matrix and User Review 

   Audit Analytics, Logging and Monitoring 

   Audit Reporting and Final Presentation 

   Practical Course Case 

   Practical Assignments 

   Final Practical Demo Examination 
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6. Course Structure 
  

 Theme Key content Practical output 

 IT Audit Fundamentals and Audit Mindset 
Audit types, terminology, risk-
control-evidence triangle, auditor.  

Mini case: identify risks, controls and 
evidence. 

 ISO 27001, ISMS and Audit Requirements 
ISMS, scope, policies, documented 
information, risk assessment. 

Define audit scope and audit criteria 
for a fictitious organisation. 

 Controls, Evidence and Audit Workpapers 
Control design, operating 
effectiveness, evidence quality. 

Create an evidence request list and 
control testing worksheet. 

 Midterm / Evaluation Day 
Knowledge check, review of audit 
terms, peer review of audit plans. 

Submit mini audit plan and receive 
feedback. 

 
Access Control, User Reviews and Security 
Matrices 

Identity management, access rights, 
generic accounts, inactive users,  

Analyse a sample user access export 
and identify audit issues. 

 Audit Analytics, Logging and Monitoring 
Data analysis, log review, 
dashboards, SIEM concepts. 

Use a free tool to analyze audit data 
or log samples. 

 Audit Reporting and Final Presentation 
Finding structure, root cause, 
impact, recommendation. 

Present final mini-IT audit report. 

              

 

7. Technical Requirements 
 

      Laptop with internet access. 

      Ability to install or use at least one free analysis tool approved by the lecturer. 

      PDF reader and word processor. 

      Spreadsheet tool or Power BI Desktop for analysis assignments. 

      Optional: local lab environment or VM for Wazuh, Graylog, Nmap, Wireshark or OWASP ZAP demonstrations. 

      Students must not test, scan or analyze systems without explicit permission. 

8. About the trainer 
 

A dedicated IT Supervisor with 7 years of experience in managing and optimizing business-critical applications, 

data processes, and IT systems. Specialized in application management, data reporting, system integrations, 

and test coordination, with strong expertise in compliance (ISO 9001 & ISMS), robotic process automation 

(RPA), and business process improvement. Known for translating business needs into efficient technical 

solutions, coordinating release planning, guiding application-related projects, and supporting user-focused 

system development across web, mobile, and on-premise platforms. Combines hands-on technical skill with 

a strategic mindset to improve performance and reliability within organizations. 
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